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Introduction
What's Phishing? Why phish?




Introduction
Phishing 101

‘ ‘ Phishing is the attempt to obtain sensitive information
such as usernames, passwords, and credit card details (and
money), often for malicious reasons, by disguising as a
trustworthy entity in an electronic communication. , ’

https://en.wikipedia.org/wiki/Phishing
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Introduction
What is 1t?

rosoft icro.coms

fir Sie

i Links and other functionality have been disabled in this message. To turn on that functionality, move this message to the Inbox|
The Qutlook Junk Email filter marked this message as spam.

Hallo
Hiermit wird bescheinigt, dass Sie als einer unserer glicklichen Gewinner der Microsoft Award 2016 ausgewshli

Bitte kontaktieren Sie das Zahlstelle fur lhre Gewinn Scheck.

Griike,

Paul Allen,
Co-Founder,

Microsoft Corporation.

UPS Ship Notification, Tracking Number 5JVG30706247158106

UPS View <m - @20 com>

o me |~

amazongde

Guten Tag,

es wurde gegebenenfalls eine nicht befugte Bestellung in Ihrem Account erkannt. Darauthin wurde Ihr Konto
aus Praventionsgrinden voribergehend gesperrt.*

You have a parcel coming.

Spotify <hello@news.spotifymail.com>

s =% 22:07

N Please update your Spotify password.

0 Hvis det er problemer med hvordan denne meldingen vises, kan du klikke her for & vise den i en nettleser.

Klikk her for & laste ned bilder. Outlook forhindrer automatisk nedlasting av noen bilder i denne meldingen for & bidra til & verne din private
informasjon, v

Please update your
Spotify password.

Dear Spotify User

We believe the password you use for Spotify may have been
compromised on another service not associated with Spotify. Your
account has not been compromised and your user data is secure

Just to be safe, we've reset your password

Please visit www spotify com/password-reset/ and change your

password
CHANGE PASSWORD —

hgtyrgpvk@edatel net.co

ATTN: Important notification for a Visa / MasterCard

holder!
:- 02/06/2014 12:57 PM

Meine Bestellungen = Mein Konto = Amazon

Message Attachment 1

Zahlung abgeleh

Bestellung: #302-8420390-5389!

Folgen Sie bitte den Hinweisen am Ende dieser Benachrichtigung um lhre Identitat als legitimer Kontoinhabs

Please download your invoice here.

zu bestatigen, damit eine erneute Freischaltung des Kontozugriffs realisiert werden kann 1S

Scheduled Delivery Date: Thursday, 11/16/2017

Die erneute Herstellung der unlimitierten Handlungsfahig
unverziiglich nach erfolgreicher Beendigung des Identitatsnachweises.

Shipment Details

From:
Tracking Number: 5JVG30706247158106
Number of Packages: 7

Z@Iungsart bearbeiten

keit lhres Kund

kontos, erfolgt
Dear jf, Your Bank debit card has been temporarily blocked

We've detected unusual activity on your Bank debit card . Your
debit card has been temporarily blocked, please fill document in
attachment and contact us
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Introduction

How much of a risk is Phishing?

Likelihood
1st business communication vector

Exposed to the outside world
All employees use e-maill

Certain level of mistrust (against basic scams)

Consequences

Compromised corporate credentials

Dropping malware

Control of employee machines (stepping stone)
Business Email Compromise (a.k.a. CEO Fraud)
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Introduction 3

How difficult is it?

LESSON LEARNED —

“Like stealing candy from a baby,”
Automated tools: arrested teen says of his phishing efforts

shadowe athena ~/SocialFish

-~ Police say that "10-15" students' grades were changed, but not the suspect's own.

Facebook - Log In or Sign Up - Mozilla Firefc

i tocatook:Logmuc skUp B¢ [ CYRUS FARIVAR - 5/14/2018, 9:38 PM
« > X @ OFY facebook.com

Fle Edt View Search Termwnal Help

facebook

_ Results for st
Connect with friends
orld around you on m

See photos and updates Campaign Timeline

Share what's new i your

Find more of what you're ik 1055:32 10:55:33

Email Sent Email Opened Clicked Link Submitted Data Email Reported
‘ 2 ’ 0
Details
2 Show 10 jentnes Search:
First Name Last Name Email Position Status Reported

, Cencioon °

' == ©

Showing 1to 2 of 2 entries Previous Next
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Introduction

= C [ localhost:3333

GoPhish

compass-security.com

Dashboard

Campaigns Users & Groups Email Templates

Dashboard

Campaigns
Users & Groups
Email Templates
Landing Pages
Settings

APl Documentation

Phishing Success Querview

Recent Campaigns”

Show| 10 entries
Name

Deckow-Stanton Fake
Campaign

Generic Campaign

Johnston and Sons Fake

Created Date

September 26th 2015 12:03

September 25th 2015 11:40

September 26th 2015 12:45

Landing Pages

Settings

AP1 Documentation

Average Phishing Results

Status

& admin

. Successful Phishes

. Unsuccessful Phishes

Search:




Introduction

How to protect your company?

Technical aspects

Filtering of incoming e-mails
Q Blocking of malicious websites
‘ Blocking of malicious file types
Hardening of the client infrastructure

Organizational aspects

Raise the awareness level of your employees
Introduce processes that limit the impact of successful attacks
Establish a culture of security

compass-security.com



Introduction

How to spot a phish?

Beware of e-mails which ...

... use emotions

g_g Greed

Urgency
‘e Curiosity

~ Fear

compass-security.com

... try to make you do

... sound suspicious
something you shouldn’t

-
H Tone

e« Disclose information J
Signature and salutations

Enter credentials in

a page Unknown sender

7 Execute an active file Wording, spelling and

~ grammar




Introduction

Phishing @ Compass Security

-0
(<]
193
_
-
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Always White Box

Targeted towards awareness raising

Up to 3000+ victims

For all kind of businesses

Using a broad range of techniques




Anatomy of a Phish

How to perform a phishing campaign?




Anatomy of a Phish

Process

= Define the goal
= Prepare scenario

= Test setup

=  Send mails
= Collect data

= Evaluate results
= Debrief & Awareness
= Plan next steps

compass-security.com
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Anatomy of a Phish

Motivation & Goal

What is your motivation and goal?
= Compliance

= Orders from management
» Reaction to a recent incident
= As part of a penetration test

= [ncrease awareness & prevent future issues

Always keep in mind: Play fair!

compass-security.com



Anatomy of a Phish
Context & Scope

Choose the scenario in a white-box-approach. Discuss with the people responsible about:

= Who should be attacked?
» Specific department/people?

* Including management? mL -
= Who should be involved/informed about the attack? é =
= Should the targets be «warned» prior to the attack? b
= How long should the attack be performed?

= Days?

= Weeks?

= Until someone notices?

compass-security.com



Anatomy of a Phish
What kind of hook? 1

Choose an attack scenario that fits your company/goal:

» Fake Website with Login (e.g. Webmail) L
= Malicious document (e.g. Word with macros)

= Malicious executable

= |[nstructions to perform some action
= Combination of the above

= Same scenario for all targets

Adjust the difficulty level to your goal/campaign:

» First time attack?
» Were the targets informed before the attack?

compass-security.com




Anatomy of a Phish

A word on infecting clients

When using some kind of malware to infect clients, be extra careful:

= Setup Is very time consuming

= Are you allowed to remote-control a user’'s machine?

= Are you allowed to record any data (may be private/personal)?

» The malware may spread across company boundaries

= Are you able to completely remove the infection after the attack?

Our recommendation:

A simple «ping-back» mechanism is enough
iIn most cases

compass-security.com



Anatomy of a Phish

Timing and interaction

How are you going to send the e-mails?

» Pose as an internal or external actor

» Using a spoofed address / similar domain

» Be careful when involving other existing companies
= Are you going to reply to responses?

When are you going to send the e-mails? ‘

= Avoid holidays / periods with many absences
ysi/p y < ~ >

Select your moustache

= Usually, spam/phishing hits mid-week between 10-12

3
9 1

= May depend on your scenario

compass-security.com



Anatomy of a Phish

Test and repeat

All stages of the phishing should be tested thoroughly before the attack:

» |[s the mail/attachment blocked?

* |s the mail marked as spam?

= |s the mail changed somehow by the receiving server?
» Do all links/attachments work as intended?

» Does the AV on the client detect/block anything?

» Does the macro work/execute?

" |s it possible to «ping back»?

At least one test person with a standard client setup should be involved

compass-security.com
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Anatomy of a Phish

Sending the e-mails

On the agreed date, the phishing mails are sent to the targets:

= All at once
* This might trigger defense mechanisms
» Everyone gets the mail at the same time

» [n smaller batches
= |ess likely to be detected/blocked
= Might cause reactions before everyone has received the mail

compass-security.com




Anatomy of a Phish
Collecting Data

Depending on the chosen scenario & attack method, different data can be collected:

= How many opened the fake website?

= How many entered data into the website?

= How many downloaded something from the website?
= How many activated/executed the malware?

= How many replied to the mail?

Other points to consider:

= Always use HTTPS to transfer information
» Do not transfer sensitive data (especially passwords)
= Work with unique identifiers for each recipient

compass-security.com



Anatomy of a Phish

Be prepared for reactions

The phishing attack might cause reactions from the users:

» Decide beforehand who should react how to questions:
» Inform the users about the attack?
» Block or follow standard procedures?
» Release a company-wide warning?

= Keep in mind, that external IT providers might be affected as well

» Record/log everything you do:
* How many users report the attack?
* When was the warning released?

compass-security.com
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Anatomy of a Phish

In this case for example, should an
Debrief & Awareness email with such a URL (very similar
to the Company X one, but with a

letter missing) be able to reach our
Debrief the users: Company inbox?”

= |[f possible, immediate feedback to the user is ideal .
» Perform debriefing sessions with ALL users

= Show your employees what was done, what went wrong, how they should react etc.

= NO fingerpointing! o
Get feedback from your employees: D
» User feedback might identify false assumptions
» | et’s you focus on important points e

Define lessons learned & repeat:
= [dentify your weak points (both organizational and technical)

= Adjust, repeat and vary exercises

oo

compass-security.com
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Some stories about our phishing




The Fake Login Ploy




Once upon a Phish

Overview

Plot A software uPdate requires users to . Company Z IT Support <it-support@company-z.net>

Aktualisierung von OWA

log into their Outlook Web Access

To

Vector Faked webmail login page
Sehr geehrte Mitarbeiter,

Targ et ~4OO employees Of Company Z Die Outlook Web App wurde durch unseren Support aktualisiert.

Im Zuge des Updates wurden die Daten lhres Outlook-Kontos auf ein neues Format umgestellt.
Um diesen Prozess abzuschliessen, bitten wir Sie, sich innert 24 Stunden A¥ber den folgenden Link

Sender |T Support einmalig einzuloggen:
. hittps://owa.company-z.com/ Ansonsten werden Sie umgehend gesperrt.
«it-support@company-z.net»

Freundliche Gruesse
Ihr Company Z IT Team

compass-security.com




Once upon a Phish 3] coticae mbormation

This certificate is intended for the following purpose(s):

* Ensures the identity of a remote computer
* Proves your identity to a remote computer
®2,23.140.1.2.1

¢ 1.3.6.1.4.1.44947.1.1. 1

= Refer to the certification authority's statement for details.

Issued to: owa.company-z.net

Issued by: Let's Encrypt Authority X3

(&l & hittps://owa.company-z.net

Die Outlook Web App https://owa.company-z.net/?

Im Zuge des Updates |4 65014a50cd2817f1af1de2dd3232¢1
Um diesen Prozess ab 3a t

https://owa.company-z.com/ Ansonsten werden Sie umgeh

Freundliche Gruesse ® signin

compass-security.com



Once upon a Phish

Results

Employee absent
10% (~40) Formular sent
22% (~88)

Clicked on link
28% (~110)

: Page visited, formular
No action recorded not sent

62% (~250) 6% (~22)

compass-security.com




Once upon a Phish

Results - Timeline

Phishing mails sent
between 11:00 and
11:30

compass-security.com
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The Internal Survey Hoax




Once upon a Phish

Overview

Plot Survey about salaries in company Y

Vector Executable with RTL naming
embedded in a Microsoft Office
document

Target 60 employees of company Y

Sender HR office
«NWCH-Personal@nwch-personal.ch»

compass-security.com

Do, 10.08.2017 17:00

NWCH-Personal@nwch-personal.ch

Lohnumfrage 2017

Ergebnisse Lohnumfrage 201 7.docx
36 KB

15
Sehr geehrte Damen und Herren

Im Zeitraum vom 2. Mai bis 30. Juni 2017 haben wir in der Nordwestschweiz eine grosse Lohnumfrage im kaufmannischen Bereich
durchgefiihrt.

Wir werden diese Umfrage auch im kommenden Jahr wieder durchfiihren und es wiirde uns heute schon freuen, wenn Sie, zum
gegebenen Zeitpunkt, daran teilnehmen werden. Als kleines Dankeschén erhalten Sie in der Anlage die Ergebnisse der diesjahrigen
Umfrage.

Bitte beachten Sie, dass bei den Angaben keine Boni oder sonstigen Entschadigungen eingerechnet wurden. Es handelt sich bei den

Lohnangaben um die reguldren Monatslohne (13 Mal ausbezahlt).

Freundliche Grisse
lhr Personalbiiro & Stellenvermittler
in der Nordostschweiz

NWCH-Personal

—
NWC H

uro/Stellenvermittler

Disclaimer

Diese E-Mail enthalt vertrauliche und fader rechtlich geschiitzte Informationan.
Wenn Sie nicht der richtige Adreszat sind, oder diese E-Mazil irrtimlich erhalten haben, informieren Sie bitte den Absender und lGschen Sie diese Mail.
Da= unerlaubte Kopieren sowie die unbefugte Weitergabe dieser E-Mail und der darin enthzltenen Informationen sind nicht gestattet.




Once upon a Phish

Lohnumfrage 2017

Dankeschén erhalten Sie in der Anlage die Erge
sie auf den Dokumentnamen, um das PDF zu &

= Lohn-Indexe.2017.pdf

Bitte beachten Sie, dass bei den Angaben keine
wurden. Es handelt sich bei den Lohnangaben u

Ihr Personalbiro & Stellenvermittler
in der Nordostschweiz

NWCH-Personal

compass-security.com

Mame Date modified Type Size
[ Lohn-Indfdp.7102.exe 0.08.2017 16:11 Application 5KB
N\
Werl\ﬂap — x
Font : () Arial v| Help
r s \ Ed 'i'
ala ARAAAAAAR A|A[R[A]A[n]0HH]~
"HHHHYH 0| 0| @006 o 0|Q0]00Q0
00/a|ala[waalalA[AA[A[Al"] |7 ]7]7[n
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®|w|w|®|@ojoON[Q] |
TN\ |II B \
o . w T I - '60 ] wo| ¢ 3 !!
AR VAE le 7 1alaln
_ i U+202E: Right-To-Left Override
o|x|=|€|€|€|F|£]m[lw .
Characters to copy : I | Select | Copy
[] advanced view
| J+202E: Right-To-Left Overide
Marme Date modified Type Size
[ Lohn-Indexe.2017.pdf 10.08.2017 1&:11 Application 3KB




Once upon a Phish

Open Package Contents - Security Warning et class Program
The publisher could not be verified. Are you sure you want to run this {
software? static void Main (string[] args)
|I| Mame: Lohn-lndexe 2017, pdf {
Publisher: Unknown Publisher // Starting execution
Type: Application c 0
ST I // Creating object of class check
_ — getReg gr = new getReqg()
gr.send() ;
Console.ReadLine () ;
e This file does not have a valid digital signature that verifies its }
I-g-l publisher. You should only run software from publishers you trust. }

- How can | decide what software to run?

compass-security.com



Once upon a Phish

Results

File execution
13% (8)

No execution
recorded
87% (52)

compass-security.com
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On ceu p on a Ph |S h MobileQuest Sales <sales@mobilequest.ch>

Exclusive Apple Promotion for Company X
To H

OverVIeW Company X Price List - Preisliste.docx

416 KB

Plot Special discounts on Apple

Iri partrerhip with

products for employees of L e

e Promi- MobileOuest

- ocial PP

Company X C s

- ~nde
, g onc
COM;A NY P~P'P‘“e )

Al
Male)t
rang=

Vector Microsoft Office document with (Deutsche vrsion unten
rem Ote te m p | ate Are you locking for the latest iPhone or an iPad?

As part of the extended bonus program for Company X employees, we
now have the pleasure to offer you exceptional prices on the latest

Apple products:

Targ et ~ 1400 em ployees Of com pany X o an exclusive discount on the brand-new iPhone X and

o aspecial sale on selected MacBooks and iPads

Owur price list is attached to this e-mail.
Information about the order process will soon be published on the

Sen d er EXternaI prOVIder Company X Intranet.
((Sal es @ mObl |eq u eSt. Ch)) Please do not hesitate to contact us for any questions about our offers!

Sincerely
Your MobileQuest team

Bis du auf der Suche nach dem neusten iPhone oder iPad?

Im Rahmen des erweiterten Bonus-Programms fiir Angestellte der
Company X kommst du in den Genuss von exklusiven Preisen fur die

compass-security.com




Once upon a Phish

H = O A A & 3 B | == = M NavigationPane [T s Company X Price List..  Sylvain Heiniger &
File Home Insert Design Layout References Mailings Review = Developer GATLING Help ASSESSMEMNT TOOL

o PROTECTED VIEW Be careful—email attachments can contain viruses. Unless you need to edit, it's safer to stay in Protected View. Enable Editing

] Office

This document was created in an
older version of Microsoft Word

In order to activate the compatibility mode, please
click "Enable Editing" and "Enable Content".

Page 1of 1 187 words #5

compass-security.com



Once upon a Phish

DOCM - File with macros

a—| Company X Price List - Preisliste.docm  _

[T 416 KB

DOCX - File without macros

‘% Company X Price List - Preisliste.docx

416 KB

Right? Well ...

=
oocx
|

"l
L=
L=

Template
Templates

—

Ternplates and Add-ins

Templates XML Schema XML Expansion Packs

Document template
https://mobilequest.ch/template.dotm
|:| Automatically update document styles

compass-security.com
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Once upon a Phish

Trust Center

Trusted Publishers

Macro Settings
Trusted Locations

Disable all macros without notification Public Sub AutoOpen ()
Trusted Docurments .
# [isable all macros with notification Deletewarnlng
B _ Disable all macros except digitally signed macros Call Request
Add-ins Enable all macros (not recommended; potentially dangerous code can run)

Call Awareness

e Developer Macro Settings End Sub

Protected View

Trust access to the VBA project object model

Microsoft Yisual Basic for Applications X

The macros in this project are disabled. Please refer to the online help
! or documentation of the host application to determine how to enable
PP
F3cros.

oK Help

compass-security.com




Once upon a Phish

What the user sees

iPhone X

o 5.8-inch Retina HD Display

o A11 Bionic chip with
64-Bit Architecture

o FacelD

o Water and dust proof
IP68 certified

o 12 Megapixel Camera

iPad Pro 10.5"

o 10.5-inch Retina Display

o A10X Fusion Chip with
64-Bit Architecture

o Touch ID

o 12 Megapixel Camera
with 4K HD Video

o 802.11ac WLAN with

MacBook Pro 15"

o 15.4-inch (diagonal) LED-
backlit Retina display

o 2.8GHz quad-core
Intel Core i7 processor

o Turbo Boost up to 4.0GHz
o Up to 9 hours battery life
o 1TB SSD

compass-security.com

What the analyst sees

POST /collect.php HTTP/1.1

Accept: */*

Content-Type: application/x-www—-form-urlencoded
Accept-Language: de-ch

UA-CPU: AMD64

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT
10.0; Win64; x64; Trident/7.0; .NET4.0C; .NET4.0E; .NET
CLR 2.0.50727; .NET CLR 3.0.30729; .NET CLR 3.5.30729)
Host: mobilequest.ch

Content-Length: 73

Connection: close

Cache-Control: no-cache

username=SampleUseré&mail=sample.user@company.com&phone=+1
234567890




Once upon a Phish

Results

Macro execution
11% (~160)

No execution
recorded
89% (~1240)

compass-security.com




Once upon a Phish
Feedback

“The use of the Company X logo in the mail
induced less "attention" from me”

“[...] The timing was right. However, | should
have realised that the message did not come
from Company X or Provider.”

“l now trust the security department less”

“Always useful to be sensitised - do it more
often”

compass-security.com

“Given that | just got sucked in, I'm re-
evaluating my ability to detect phishing. |
would welcome more info on phishing, but
would be reluctant to introduce new controls

that affect productivity.”

“l am an idiot. Thanks for pointing that out”
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